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PRODUCT CYBER SECURITY SOLUTIONS

intertek

Total Quality. Assured.

Intertek’s solutions for customers in different regions and product sectors

STANDARD / CERTIFICATION
Common Criteria /1SO 15408

TYPICAL PRODUCT TYPES

ICT: servers, routers and gateways, printers,
database management software, operating

SEnS

USE OF CERTIFICATION

* Typically, a purchasing requirement for ICT
products for governments in the Common
Criteria group

Demonstrates high level of cyber security

FIPS 140-3/1S0 19790

ICT: servers, routers and gateways, printers,
database management software, cryptographic

security modules

e Typically, a purchasing requirement for ICT
products for the US Federal government

Specifically demonstrates the cryptography
of the system is secure

IEC 62443 Series

Operational technology (OT) in automation and

control systems

IEC 62443 series of standards addresses
cybersecurity requirements for operators,
service providers, and component or
system manufacturers.

 The series describes both technical and
process-related cybersecurity
requirements for automation and control
SN ENS

UL 2900 Series

Connected Medical devices, and other loT

products

Consensus standard for US FDA for
connected medical devices

Other loT devices to demonstrate a high
level of security

CTIA Cyber Security

Cellular connected loT products

Expected to become mandatory on other
US operators

Demonstrates basic level of cyber security

Radio Equipment Directive (RED)
Delegated Acts

Most Internet connected radio equipment;
childcare products, toys, and wearable products
with radio functions

RED compliance is mandated for all
products sold in the EU.

Payment Card Industry (PCl) PIN
Transaction Security (PTS), Hardware
Security Module (HSM), Contactless
Payments on COTS (CPoC), and
Software-based PIN on COTS (SPoC)

Payment devices (point of sale terminals, card
readers, and PIN entry devices), hardware
security modules (HSMs), and mobile payment

applications

PCl requirements are designed to secure
cardholder and transaction data and
required to process credit card
transactions.
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CYBER
ASSURED

Consumer loT products:; fridges, toys, door locks

etc.

Aligns with ETSI 303 645 test and
certification process

Address end-to-end risks of loT Products
i.e. Mobile App, Cloud, Device)

Unique Continuous Vulnerability
Monitoring process of Software Bill of
Materials (SBOM) updates clients on newly
discovered weaknesses

Comprehensive but risk appropriate test
and certification program focused on
consumer products, incl. cellular connected
products
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