
 

 

 

 

 

 

Securing the Internet of Things (IoT) 
 
 

Intertek’s unique 
consumer product 
focused cyber security 
test and certification 
program helps protect 
the Internet of Things 
and Connected 
Products. 

 

 

The world is connected as never before, and this 

brings huge benefits to society. But it also 

creates significant new risks and challenges for 

connected products, which manufacturers, 

retailers, and brands must master if they are to 

fully benefit from the IoT revolution. 

The Opportunity 

The rapid fall in chip costs, and near universal 

smart phone usage allows previously 

unimaginable innovation to be brought to 

consumers around the world, at modest cost. 

From connected fridges reminding shoppers of 

grocery lists and autonomous vacuum cleaners, 

to educational toys and smart locks, connected 

products can transform consumers’ lives for the 

better. With IoT products expected to grow from 

15Bn in 2015 to 75Bn in 2025 1, its clear that 

brands that successfully integrate connectivity 

into their ranges have huge growth potential. 

The Challenge 

Safety, Security and Privacy: Introducing 

connectivity brings many benefits, but also 

significant risks if it is not correctly implemented. 

The implications of devices being rendered 

operational, or even used for malicious purposes 

is deeply concerning for products such as baby 

cameras, door locks or fire alarms. But even 

more innocuous items such as smart fridges may 

have a lot of consumers’ personal data – 
 

 

 

and brand damage and regulatory fines caused 

by a breach could be disastrous. 

Consumer concerns: Are already well 

developed – with 84% of Americans aware of 

security in connected devices and consider this 

important in their buying decisions 2 – so 

products which can give confidence about their 

cybersecurity should enjoy significant selling 

advantages. 

Ever Changing Vulnerabilities: Cybersecurity 

has unique issues, with no equivalent in 

traditional product safety certification. As 

thousands of new ‘vulnerabilities’ affecting 

software components embedded in IoT products 

are discovered every month, even products 

previously secure could be affected by these 

new vulnerabilities. Without the ability to 

monitor which of these new vulnerabilities affect 

products, manufacturers are unable to ‘patch’ 

and update the products to fix vulnerabilities. 

Security Beyond the Device: Traditionally, 

certification focuses on the product, but with IoT, 

a holistic view is required to provide robust 

security. Weaknesses associated with the app, 

and particularly the cloud, can be far more 

damaging. Rather than hacking a specific user’s 

product, manipulating the Cloud offers the 

chance to simultaneously hack every product of 

that type in existence. 

 

 

Cyber Assured - meeting the challenge  

Intertek’s Cyber Assured program has been 

developed using Intertek’s 30+ years of product 

cyber security experience working on high security 

standards for governmental products, combined 

with over a century of testing and certifying 

electrical and consumer goods worldwide. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Cyber Assured Certification tag example  

1 Microsoft 2019 Industrial Trends 

2 IPSOS Mori 



 
 
 
 
 
 
 

 

 

Cyber Assured brings this together in service 

which is tailored to the needs of consumer 

product manufacturers, offering robust security 

at an accessible price, with a fast paced test and 

certification process fitting into the product 

launch schedule, and with consumer 

reassurance at the heart of certification. 

Cyber Assured can be applied to any category, 

with connected products from baby monitors 

and children’s toys, through smart furniture to 

autonomous lawnmowers and smart grills listed 

or in testing. 

Help meet regulatory requirements: The 

program helps your products meet new 

requirements such as California and Oregon ‘IoT 

Product’ laws, and emerging EU requirements 

and combined with organizational security 

assessments, meet privacy laws such as CCPA. 

Cost efficiency and speed to market via 
scalable structure: Cyber Assured’s testing 
process allows rapid, economical scaling over a 
family of products, helping keep cost per SKU 
down. 

 
 

Intertek offers a 
comprehensive suite 
of security solutions 
to protect all types of 
IoT products against 
cyber-attacks. 

Key Features 

Whole lifecycle assurance with continuous 

vulnerability monitoring: Cyber Assured’s 

unique CVM process scans and updates clients on 

new vulnerabilities found in products, every 24 

hours, for the product’s entire lifecycle. 

Comprehensive security testing covering 

the three IoT corners: The device, the app and 

the cloud all present vulnerabilities in an IoT 

product. Leaving any corner untested may leave 

the product exposed to serious risks. 

Consumer reassurance and brand advantage: 

A dedicated QR code and online Directory listing - 

accessible with one click from any smartphone 

give consumers confidence that your products are 

secure, creating a significant brand advantage. 

The program also provides dedicated product 

packaging to further distinguish your brand to 

provide a sales advantage. 
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About Intertek 

Intertek’s cybersecurity team, formed in the 
1980s, has over 180 staff in 6 laboratories 
across North America, Europe and Asia. 
Services range from high security certifications 
such as FIPS 140-2, through Industrial and 
medical IoT standards such as IEC 62443, to 
consumer focused programs such as Cyber 
Assured. 


